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World’s Fastest Intro

I’m engn33r, I read/write code
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Summary
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Slides stored at engn33r.com 
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1. Why Vaults Matter
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Why Vaults Matter

● No yield on assets = capital inefficiency
● Vaults giving yield = capital efficiency
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Why Vaults Matter

● History time!
● DeFi Summer (2020):

○ Yields were crazy
○ Funds were moved manually
○ Rugpulls were frequent
○ Smart contracts were buggy
○ Prices of new tokens dumped fast
○ Users were moving funds multiple times per day (sleep disruptions)

● Can we automate this? -> how Yearn began
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Why Vaults Matter

● Before vaults:
○ Deposit assets
○ Get 2-3 different reward tokens
○ Manually sell tokens for original asset, repeat

● After vaults:
○ Deposit assets
○ Later, withdraw more assets
○ Vault handles selling of rewards automatically
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Why Vaults Matter

● Late 2021: enter ERC-4626
● Standardization of vaults simplifies life
● Much easier to build protocols with vaults

Yearn Vault (ERC-4626)

Yearn Strategy (ERC-4626)

8



Why Vaults Matter
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Vaults in 2026
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Vaults in 2026

● Now:
○ Everyone does vaults
○ Everyone offers yield
○ Everyone makes different claims

● Projects look more polished, but the same risks remain
○ Rugpulls (2020) -> bad debt (2026)
○ Tokens dumping (2020) -> inflated/inaccurate APY numbers (2026)
○ Scam projects (2020) -> Hidden off-chain yield sources (2026)
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2. Different Vault Designs
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Different Vault Designs
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Key Vault Parameters

● Where does the yield come from?
● Is this a safe source of yield?
● Are the smart contracts of this protocol secure?
● What dependencies does this protocol have (oracles, other protocols, etc.)
● Who is governing the vault?
● What control does governance have?
● Can all users withdraw from the vault quickly, without issues?
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Different Vault Designs

Useful multisig security tool: https://safe.yaudit.dev/ 
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https://safe.yaudit.dev/


Example 1: Ethena’s USDe (manual management)

● Where does the yield come from?
○ Historically, delta neutral perps positions (funding rate)
○ Now, this is only 11% of Ethena backing
○ New approach: 43% DeFi lending and 47% liquid stables

Sources: 
https://ethena.fi/blog/usde-backing-diversification-building-resilience-across-m
arket-cycles 

https://app.ethena.fi/dashboards/transparency 
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https://ethena.fi/blog/usde-backing-diversification-building-resilience-across-market-cycles
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https://app.ethena.fi/dashboards/transparency


Example 2: Midas (cross-chain and offchain)
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Example 3: Yearn’s
WETH-1 Vault
(automated)

Yearn data: https://powerglove.yearn.fi/ 
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https://powerglove.yearn.fi/


Summary of Different Vault Designs

● Manual vs. automated asset reallocation
● Frequency of reallocation
● Different approaches to risk analysis
● Different governance models
● Different protocol integrations
● Different limitations for withdrawing assets (cooldown, atomic, etc.)
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3. Risk Factors
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Risk Factors
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Risk Factors

● Almost no risk in normal market conditions
● Problems always arise in edge cases

○ Depegs
○ Oracle problems
○ Unwinding looped positions
○ What is happening to offchain assets?
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Risk Factors: Stablecoin 2 question test

1. Can the protocol “wind down”?
2. How does the stablecoin maintain its peg?

Heavily paraphrased from 
https://vitalik.eth.limo/general/2022/05/25/stable.html 
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Risk Factors: Vault questions

● How centralized is the vault?
● Can all asset movements be tracked onchain?
● How are the vault assets managed?
● How liquid are the assets in the vault?
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Risk Factors

● No simple way to compare vaults
○ VaultBeat anyone??

● https://vaults.fyi/ compares yields in a uniform way
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https://vaults.fyi/


Risk Factors: Moonwell Example
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Risk Factors: Moonwell Example

Impacted oracle: https://basescan.org/address/0x4a61db12d0cb4293d799ecdd82e5994b5746f850  27
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Risk Factors: Moonwell Example

Impacted oracle: https://basescan.org/address/0x4a61db12d0cb4293d799ecdd82e5994b5746f850  28
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Risk Factors: Moonwell Example
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Risk Factors: Moonwell Example

5 vs 5
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Risk Factors: Moonwell Example
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Risk Factors: Offchain Rant

● The key idea of blockchain is transparency
● Offchain yield sources remove this transparency
● If you don’t know where your money is, why use blockchain?
● Atomic withdrawals are impossible, delays add risk
● Offchain is unverifiable compared to onchain trust
● Analogy: open source code vs. closed source code
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4. Evaluating Risk
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DeFi Expectations
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DeFi Reality
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Evaluating Risk

● Step 1: understand where issues often happen
● Step 2: Quantify the likelihood of such issues

Yearn’s full risk methodology: https://docs.yearn.fi/developers/security/risks/ 

36

https://docs.yearn.fi/developers/security/risks/


Evaluating Risk

● Precise quantitative measurements are hard
○ Measuring onchain liquidity and asset movement is possible, but 

always changing
○ Measuring historic price variation doesn’t properly consider black 

swan events
● A significant piece of DeFi risk analysis is currently qualitative
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Evaluating Risk: Hard Questions

● How do you put a number on the smart contract security of a protocol?
● How do you measure the operational risk of a protocol’s rebalancing?
● How can you score the asset allocation choices made by a protocol?
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curation.yearn.fi 
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https://curation.yearn.fi/


curation.yearn.fi 
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Applied Advice: Portfolio Diversification

● DeFi users may like risk, but 100% exposure to high risk is bad
● Low risk yield should be where most on-chain value sits
● Some yield sources fit this low risk criteria, but not many
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Incident Response

● Not all issues can be predicted
● Incident response (IR) is also key
● Different vault providers have different IR skill
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Incident Response: rsETH example

Source: https://x.com/AlphaFolio/status/2047677561728340062 43

https://x.com/AlphaFolio/status/2047677561728340062


Incident Response: rsETH example
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In Conclusion

● ERC-4626 vaults are a key component for DeFi
● Different ERC-4626 designs have different tradeoffs
● Understanding and managing your risk exposure is crucial to survival
● Do you know where your money is?
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The End
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