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1. Why Vaults Matter



Why Vaults Matter

e No yield on assets = capital inefficiency
e Vaults giving yield = capital efficiency



Why Vaults Matter

e History time!
e DeFi Summer (2020):
o Yields were crazy
Funds were moved manually

Rugpulls were frequent
Smart contracts were buggy
Prices of new tokens dumped fast

O O O O O

Users were moving funds multiple times per day (sleep disruptions)
e (Can we automate this? -> how Yearn began



Why Vaults Matter

e Before vaults:

o Deposit assets

o Get 2-3 different reward tokens

o Manually sell tokens for original asset, repeat
o After vaults:

o Deposit assets

o Later, withdraw more assets

o Vault handles selling of rewards automatically



Why Vaults Matter

e Late 2021: enter ERC-4626
e Standardization of vaults simplifies life
® Much easier to build protocols with vaults

Yearn Vault (ERC-4626)

Yearn Strategy (ERC-4626)
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Vaults in 2026

_YOU GET A VAULT
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Vaults in 2026

e Now:
o Everyone does vaults
o Everyone offers yield
o Everyone makes different claims
e Projects look more polished, but the same risks remain
o Rugpulls (2020) -> bad debt (2026)
o Tokens dumping (2020) -> inflated/inaccurate APY numbers (2026)
o Scam projects (2020) -> Hidden off-chain yield sources (2026)
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2. Different Vault Designs



Different Vault Designs

-l - )
Corporate needs you to find the differences
between this picture and this picture.




Key Vault Parameters

Where does the yield come from?

Is this a safe source of yield?

Are the smart contracts of this protocol secure?

What dependencies does this protocol have (oracles, other protocols, etc.)
Who is governing the vault?

What control does governance have?

Can all users withdraw from the vault quickly, without issues?
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Different Vault Designs
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Useful multisig security tool: https://safe.yaudit.dev
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https://safe.yaudit.dev/

Example 1: Ethena’s USDe (manual management)

e Where does the yield come from?
o Historically, delta neutral perps positions (funding rate)
o Now, this is only 11% of Ethena backing
o New approach: 43% DeFi lending and 47% liquid stables

Sources:
https://ethena.fi/blog/usde-backing-diversification-building-resilience-across-m

arket-cycles

https://app.ethena.fi/dashboards/transparency
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Example 2: Midas (cross-chain and offchain)

Select a token to view dashboard @ maoLosAL

Midas Attestation Engine

The Midas Attestation Engine is the trust layer powering Midas onchain investment

products. It transforms structured information into verifiable onchain checkpoints.

These checkpoints can relate to financlal exposure, technical state, operational No attestations yet
sses, or any nformation tha S el n. 5

processes, or any other Information that requires public verificatior Historical reports published prior to the Midas Attestation Engine rollout can be

accessed here.
Learn more about the Midas Attestation Engine 7

POWERED BY

Q chainlink = V vlayer

Transparency

Offchain Assets $31.09M
Fasanara Capital $31.09M

To be Deployed Assets $2.54M
Fordefi 1 Debank [4 $2.54M

Available Liquidity Buffer $0.00 _—

Fordefi 2 Debank (4 $0.00 Offcha teral > Fasanara Capital
$31.09M
Total TV $33.63M

Offchain Assets B 7o be Deployed Assets

Il Available Liquidity Buffer 17




Example 3: Yearn's
WETH-1 Vault

(automated)

Yearn data: https://powerglove.yearn.fi/

Current Strategies Current Reallocation

Vault
> 0 Morpho Gauntlet WETH Prime Compounder
> o Spark WETH Lender

> o stETH Accumulator

Allocation %

56.2%

231%

20.7%

Last Seen

4 AM UTC

Y 215%

Morpho Gauntlet
WETH Prime
Compounder

315%

Spark WETH Lender.

486%

StETH Accumulator
199%

amount

$7.45M

$3.07M

$2.75M

APY

213% APY

200% APY

296% APY

Current
May 7, 9:12 PM UTC
Vault APR/APY 3.290% (+1.14%)

Morpho Gauntlet
WETH Prime
Compounder

56.2%

Spark WETH Lender.
2315

231%

StETH Accumulator

0.7

ALLOCATION OVERVIEW

allocation %



https://powerglove.yearn.fi/

Summary of Different Vault Designs

Manual vs. automated asset reallocation
Frequency of reallocation

Different approaches to risk analysis
Different governance models

Different protocol integrations

Different limitations for withdrawing assets (cooldown, atomic, etc.)
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3. Risk Factors



Risk Factors




Risk Factors

e Almost no risk in normal market conditions
e Problems always arise in edge cases

o Depegs

o Oracle problems

o Unwinding looped positions

o What is happening to offchain assets?
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Risk Factors: Stablecoin 2 question test

1. Can the protocol “wind down™?
2. How does the stablecoin maintain its peg?

Heavily paraphrased from
https://vitalik.eth limo/general/2022/05/25/stable.html
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https://vitalik.eth.limo/general/2022/05/25/stable.html

Risk Factors: Vault questions

How centralized is the vault?
Can all asset movements be tracked onchain?
How are the vault assets managed?

How liquid are the assets in the vault?
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‘ Token

®
®
®
®
S

USDS
@® Ethereum

USDT
@® Ethereum

USDe
@ Ethereum

usbC
@® Ethereum

uUsDC
@® Ethereum

UsDT
@® Ethereum

usDS
@ Ethereum

Protocol ©

o
[

Name ©

Savings USDS

Aave v3 USDT

Ethena Staked USDe

Aave v3 USDC

Syrup USDC

Spark Savings USDT

Sky USDS Farm

( Synthetic

1 Lending )

Basis Trading

Holders ©

6,289

19978

11,924

23444

3012

765

APY (D) @ ©

3.65%

2.68%

361% ‘¢



https://vaults.fyi/

Moonwell %
@MoonwellDeFi

We are currently investigating a misreported price for wrsETH.

The risk manager for the wrsETH Core Market on Base and OP Mainnet
has significantly reduced the supply and borrow caps in these markets.

We will share more information as it becomes available.

12:03 PM - Nov 4, 2025 - 531K Views




Risk Factors: Moonwell Example

Oracle Components - ALL Data Points (No Filtering)

= RSETH /ETH

—— ETH/USD
1.00e+06

1.00e+05
1.00e+04

1000.000000

ETH/USD Price

100.000000

N lmN u MM
< < < < § N ® ® N &

O)
(]
[¥]
n
o
o
2
=]
=
©
-4
I
=
w
~
I
=
w
0
-

1.000000
N N
N3 NS
Time (UTC)

Impacted oracle: https://basescan.org/address/0x4a61db12d0cb4293d799ecdd82e5994b5746f850 27



https://basescan.org/address/0x4a61db12d0cb4293d799ecdd82e5994b5746f850

Risk Factors: Moonwell Example

Oracle Components - ALL Data Points (No Filtering)
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https://basescan.org/address/0x4a61db12d0cb4293d799ecdd82e5994b5746f850

Risk Factors: Moonwell Example

Chainlink oracle glitch costs Moonwell

SIM as DeFi suffers another exploit




Risk Factors: Moonwell Example

Data answer : 1649934607354199816332700

transmitter : @xc04a3C4aBF8995Da0511401552Cb4eB086185836

observations : 1054227129414975900
1054316022961676400
1054316022961676400
1055981600197286400
1056070493743986900
1649934607354199816332700 5 VS 5
1649934607354199816332700
1649934609108670598643200
1649934609197564145343700
1649934609197564145343700

observers : 01020406070508030009

rawReportContext : 0000000000000000000000FF27F6D70FBE846768EBA2B013701A88000352B403




Risk Factors: Moonwell Example

Oracles data

Oracles

Responded Awaiting response

(O galaxy

=1.0585

e Transmitter
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Risk Factors: Offchain Rant

The key idea of blockchain is transparency

Offchain yield sources remove this transparency

If you don’t know where your money is, why use blockchain?
Atomic withdrawals are impossible, delays add risk

Offchain is unverifiable compared to onchain trust

Analogy: open source code vs. closed source code
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4. Evaluating Risk
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Deki Expectations
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Defi Reality
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Evaluating Risk

e Step 1: understand where issues often happen
e Step 2: Quantify the likelihood of such issues

Yearn’s full risk methodology: https://docs.yearn.fi/developers/security/risks/
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https://docs.yearn.fi/developers/security/risks/

Evaluating Risk

e Precise quantitative measurements are hard
o Measuring onchain liquidity and asset movement is possible, but
always changing
o Measuring historic price variation doesn’t properly consider black
swan events
e A significant piece of DeFi risk analysis is currently qualitative
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Evaluating Risk: Hard Questions

e How do you put a number on the smart contract security of a protocol?
e How do you measure the operational risk of a protocol’s rebalancing?
e How can you score the asset allocation choices made by a protocol?
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Risk Assessment Reports

25 independent assessments across DeFi protocols, vaults and assets.
Sorted by score — safest first.

‘ Search by protocol, token, or risk tier... ] L =
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https://curation.yearn.fi/

~ All Reports

@ Fluid Lending Protocol
fTokens (fUSDC, fUSDT, fWETH) / Ethereum Mainnet

View full report on GitHub

Score Breakdown

CATEGORY

@ Audits & Historical

® Centralization & Control
@ Funds Management

@ Liquidity Risk

@ Operational Risk

Final Score

February 12, 2026

WEIGHT

20%

30%

30%

15%

5%

curation.yearn.fi

SCORE

1.50

1.83

1:25

’
2.00

MINIMAL RISK
1.50

1.1/5.0
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Applied Advice: Portfolio Diversification

e DeFi users may like risk, but 100% exposure to high risk is bad
e Low risk yield should be where most on-chain value sits
e Some yield sources fit this low risk criteria, but not many

Large Investment Small Investment
Safe' Avoid This ngh Risk
Low Risk Big Payoff
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Incident Response

e Not all issues can be predicted
e Incident response (IR) is also key
e Different vault providers have different IR skill
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Incident Response: rsETH example

Top Exiters

ETH OUT
3,549
3,153
1,064
1,522
1,522
MEV Bot 2,161
MEV Bot 2,161
1,002

Abraxas Capital Mgmt (Heka Funds) 84,440

Unknow Gnosis Safe Proxy 10,829

Justin Sun 53,665

Source: https://x.com/AlphaFolio/status/2047677561728340062



https://x.com/AlphaFolio/status/2047677561728340062

Incident Response: rsETH example
YEARN USERS DURING RSETH INCIDENT

yearn £ @yearnfi - Apr 1¢
Yearn Vaults and Yearn-curated markets currently have no exposure to the
rsETH hack that occurred earlier today.

Yearn vaults that previously had exposure to Aave WETH markets have
been fully unwound.

-
= —

We continue monitoring things and will provide future updates here.

Q10 ihl 3.4K A
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In Conclusion

ERC-4626 vaults are a key component for DeFi
Different ERC-4626 designs have different tradeoffs
Understanding and managing your risk exposure is crucial to survival

Do you know where your money is?
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The End

ONE DOES IQTVSTMI’

L USE ANY v_mm



