Houston, We Have a
(Quality) Problem

Why security audits need an upgrade

By: engn33r



Overview

1. Why audit quality matters
2. Audit quality variability
3. Solutions and implementation

Slides:
https://engn33r.com/ethbelgrade.pdf




Background

e Security at yAudit and yAcademy, auditing and teaching

o P.S. we offer free security training!
e Formerly in web2 security, before that hardware
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Why improving smart contract security matters

e Hacks hurt people, protocols, and the entire ecosystem
e Blockchain tech is open source, but no open source quality metrics for

smart contract security exist
e As the ecosystem matures, security should improve (like the early

internet)



The problem: audit quality varies

Key factors:

e Time spent with the code
e SKkill level of auditors

Common gaps:

e Audited code =? deployed code (see Zellic’'s Audit Drift analysis)
e Audited code >=? on-chain values (not found in solidity files)

e Risk analysis !=? security audit (backtesting, robustness of weak DeFi
protocol designs in variable market conditions, etc.)



https://app.zellic.io/

2023 web3: the term “auditor” holds little weight




Web3 audit shopping in 2023
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Related prior art

e Zellic created a dashboard to track the differences between on-chain
code and the audited code. The dashboard is currently offline.

e DeFiSafety provides independent quality and ratings organization that
rates DeFi products. DeFiSafety does not perform code audits.



https://app.zellic.io/
https://www.defisafety.com/

Who is auditing the auditors?




Possible solutions

s =

Portable ELO ratings for individual auditors from audit competitions
Semi-automated metrics for audit reports

Standardized security best practices & checklist

Post-audit customer reviews
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Solution #1: Portable auditor ratings

e \We already have data for this from codedrena and Sherlock
e Don't reinvent the wheel, use a known scoring system

o Chess ELO analogy: 2200+ — master, 2500+ — grandmaster
e Audit firms have variability, so measure at the individual level

o Different auditors for each engagement

o Auditors move between companies
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https://code4rena.com/
https://www.sherlock.xyz/

Elo rating system

e Normally for 1-on-1 matches, not for audit contests
e 3rd place != 3rd place. Strength of contest competitors should be

factored in
e Glicko > Elo?




Contest data: Code4drena

codedrena How it works  Leaderboard  Audits Reports Docs Help
Last 60 days v
# Competitor UsSD v Total High (Solo) Med (Solo) Gas
1 T $23,845.89 3 (¢] (0] 2 2 0
2 M MalfurionWhitehat $11,952.84 2 0 0 1 1 0
3 R rvierdiiev $7,078.16 22 8 0 11 1 0
4 B __141345__ $6,956.09 7 2 il 4 (¢} ik
5 3 JGcarv $6,848.1 3 P il 1 (¢} 0
6 &) $5.937.39 12 6 0 5 ) )

7 H' Holmgren $5,411.66 P 0 0 1 0 0



Contest data: Sherlock

LEADERBOARD
# Auditor
1 1111 b
2 OxRajeev
3 WATCHPUG '
4 thecOON > 4
5 hyh '
6 roguereddwarf R
7 xiaoming90 "

Points

538

514

402

330

243

230

225

Contest
days

79.0

14.0

51.0

35.0

147.0

28.0

72.0

Payouts
(USDC)

190,840.22

39,039.67

138,337.61

81151.3

246,839.08

18,869.94

142,276.03
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Solution #1: Implementation steps

e Adapt ELO scoring formula for competitions without 1-on-1 results

e Create and maintain a database of auditor ELO ratings, including
historical data to show progress over time

e Optional: Codedrena and Sherlock help with this effort by making data
easier to pull with an API
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Solution #2: Metrics for audit reports (1 of 2)

e Critical + high findings + total findings = % serious findings
o Low risk findings are more easily automated

e Misrated findings + total findings = % of findings with incorrect risk
o Audit firms are incentivized to inflate the severity of their findings
o This requires substantial manual effort

16



Solution #2: Metrics for audit reports (2 of 2)

e Unique audit findings + total audit findings = % unique findings
o Measures the amount of manual effort for each audit

e Lines of code + (auditors * days of auditing) = LOC per person day
o Slower audit speed may indicate more attention to detail
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Example metrics

Better

% Unique % Serious Misrated LOC per
Findings | Findings Findings person day
Audit Firm 1 60 33 5 70

Audit Firm 2 45 26 12 180
Audit Firm 3 30 22 | 24 300
Audit Firm 4 10 14 37 900

Worse
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Why longer audits matter
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Solution #2: Implementation steps

e Create parsers for different audit reports (like Masamune)

e Enlist unbiased experts to comment on the accuracy of chosen
metrics (i.e. security experts not working at audit firms)

e Optional: Organize a group of audit firms to maintain and enhance the
collected metrics, potentially adding manual non-automated metrics

e Optional: audit firms contribute parsers for their own reports to enable
transparent metrics on their results
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https://github.com/Zellic/Masamune

Solution #3: Standard Best Practices & Checklist

e An open source list of common bugs can reduce repetitive mistakes
e Standardization across audit firms will improve consistency

e Information sharing across the industry helps everyone level-up
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Information repository example

BASICS
Introduction to Smart Contracts
Solidity by Example

Installing the Solidity Compiler

LANGUAGE DESCRIPTION

Layout of a Solidity Source File
Structure of a Contract

S

Units and Globally Available Variables
Expressions and Control Structures
Contracts

Inline Assembly

Cheatsheet

Language Grammar

COMPILER

Using the Compiler

Analysing the Compiler Output
Solidity IR-based Codegen Changes

#  Solidity © Edit on GitHub

Solidity

Solidity is an object-oriented, high-level language for implementing smart contracts. Smart

contracts are programs that govern the behavior of accounts within the Ethereum state.

Solidity is a curly-bracket language designed to target the Ethereum Virtual Machine (EVM). It is
influenced by C++, Python, and JavaScript. You can find more details about which languages
Solidity has been inspired by in the language influences section.

Solidity is statically typed, supports inheritance, libraries, and complex user-defined types, among
other features.

With Solidity, you can create contracts for uses such as voting, crowdfunding, blind auctions, and
multi-signature wallets.

When deploying contracts, you should use the latest released version of Solidity. Apart from
exceptional cases, only the latest version receives security fixes. Furthermore, breaking changes, as
well as new features, are introduced regularly. We currently use a 0.y.z version number to indicate
this fast pace of change.

Solidity recently released the 0.8.x version that introduced a lot of breaking changes. Make sure
you read the full list.

Ideas for improving Solidity or this documentation are always welcome, read our contributors guide

for more details.
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Solution #3: Implementation steps

e Start a repository of common security mistakes and best practices

o https://github.com/YAcademy-Residents/security-checklist

e Recruit other experts to contribute to the knowledge repository
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https://github.com/YAcademy-Residents/security-checklist

Solution #4: Post-audit customer reviews

e \We need restaurant reviews for audits

o Sharing information about the audit process is valuable
e Possible categories for feedback:

o Was the cost fair?

o Were the auditors communicative?

o Did the audit miss some findings?

o Did the final report meet expectation?
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Customer reviews

Belgrade Fortress

Beorpaacka Teph)asa

8 months ago
Beautiful fortress and park that adds to the rich history

of Belgrade. Perfect place for a stroll or picnic . Lots of
view points overlooking the city across the river.

OK. It deserves 5 stars, but | was a bit nervous when
Google asked me for my opinion, so | put one to vent
some frustration. Google just doesnt know when to ask.
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Solution #4: Implementation steps

e Create a website to submit and view reviews

e Develop sybil resistance or submission verification for review
submission
o Only 1 review per audit, reviewer must be the correct protocol

e Optional: allow reviews to be edited if later audits catch bugs that the
first one missed, giving a new perspective on the earlier audit
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Why does any of this matter?

e \What gets measured, gets managed
o Auditors and audit firms will improve quality
e Quality metrics will improve decision making
o Developers will make informed decisions for audits, enabling
fairer pricing based on the targeted security goals
e Improving quality of security reduces hacks
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Summary

BN

Audit quality is variable

Quality metrics possible at auditor and report level

Better data improves decision making for everyone
Automated metrics that can keep pace with this space are
possible with some coordination

xS



Join & participate

The question is not "can this be built?" but
built?"

TG Coordination Group

Slides: https://engn33r.com/ethbelgrade.pdf

"should this be
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