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Slides available at engn33r.com 
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http://engn33r.com


World’s Fastest Intro

I’m engn33r, I read/write code
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1. Yearn Vault Design
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● Vaults provide yield automation

● Pre-Vault Era:
○ Deposit assets for yield
○ Claim 2-3 different reward tokens
○ Manually sell tokens for original asset, repeat



1. Yearn Vault Design
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● Post-Vault Era:
○ Deposit assets
○ Do nothing & earn
○ Vault automates reward selling



1. Yearn Vault Design
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● Yearn goal:
○ Provide vaults that generate yield
○ Diversify yield sources
○ Rebalance when APYs change
○ Don’t lose funds



How devs see Yearn vaults
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Yearn Vault

Yield Strategy 1 External Protocol 1

Yield Strategy 2

Yield Strategy 3

External Protocol 2

External Protocol 3



How risk and security see Yearn vaults
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Yearn Vault

Yield Strategy 1 EXTERNAL RISK 1

Yield Strategy 2

Yield Strategy 3

EXTERNAL RISK 2

EXTERNAL RISK 3

🚨
🚨

🚨

🚨

🚨

🚨

🚨

🚨
🚨

🚨



How risk and security see all of DeFi
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What to do?



2. Risk Factors
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2. Risk Factors
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Risk Categories

Security Risk
(Internal & External)

Dependency Risk
(External Only)



2. Risk Factors

● Disclaimer:
○ The following risk analysis (and monitoring) is publicly available at 

https://curation.yearn.fi/
○ And open source: https://github.com/yearn/risk-score 
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https://curation.yearn.fi/
https://github.com/yearn/risk-score


2. Risk Factors
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2. Risk Factors
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2. Risk Factors
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● Audits & Historical: Security posture, code quality, past performance
● Centralization & Control: Governance, programmability, external 

dependencies
● Funds Management: Collateralization, provability, asset control
● Liquidity Risk: Exit mechanisms, market depth
● Operational Risk: Team, documentation, processes



2. Risk Factors
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2. Risk Factors
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● Exit mechanism: can you immediately withdraw at all times?



2. Risk Factors

Useful multisig security tool: https://safe.yaudit.dev/ 
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https://safe.yaudit.dev/


3. Risk Evaluation
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● Which protocols are safe to rely on? Compare their risks



3. Risk Evaluation
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● You can’t manage what you can’t measure
● Yearn focuses on onchain yield sources



3. Risk Evaluation
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3. Risk Evaluation
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● Higher Priorities:
○ Undercollateralized loans
○ Security stance
○ External dependencies

● Lower Priorities:
○ Quality documentation
○ Market depth
○ Past performance



3. Risk Evaluation
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Example 1: Ethena’s USDe

● Where does the yield come from?
○ Historically, delta neutral perps positions (funding rate)
○ Now, this is 2% of Ethena backing!

Source:

https://app.ethena.fi/dashboards/transparency 
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https://app.ethena.fi/dashboards/transparency


Example 2: Moonwell
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Example 2: Moonwell

Impacted oracle: https://basescan.org/address/0x4a61db12d0cb4293d799ecdd82e5994b5746f850  27

https://basescan.org/address/0x4a61db12d0cb4293d799ecdd82e5994b5746f850


Example 2: Moonwell

Impacted oracle: https://basescan.org/address/0x4a61db12d0cb4293d799ecdd82e5994b5746f850  28

https://basescan.org/address/0x4a61db12d0cb4293d799ecdd82e5994b5746f850


Example 2: Moonwell
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Example 2: Moonwell

5 vs 5
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Example 2: Moonwell
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3. Risk Evaluation
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3. Risk Evaluation
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3. Risk Evaluation
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3. Risk Evaluation
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3. Risk Evaluation
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STOCK 
INVESTOR

CRYPTO 
INVESTOR



3. Risk Evaluation
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-100%??

STOCK 
INVESTOR LOSERCRYPTO 

INVESTOR



3. Risk Evaluation

● Open problem in DeFi today: No simple way to compare vaults
○ VaultBeat anyone?

● Closest option: https://vaults.fyi/ compares yields in a uniform way
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https://vaults.fyi/


3. Risk Evaluation
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4. Monitoring System
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4. Monitoring System
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4. Monitoring System
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4. Monitoring System
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https://t.me/yearn_curation_alerts 

https://t.me/yearn_curation_alerts


4. Monitoring System
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● Automated response is hard, manual effort is needed

4. Monitoring System
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4. Monitoring System
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4. Monitoring System
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4. Monitoring System
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Docs: https://docs.yearn.fi/developers/security/EMERGENCY 

https://docs.yearn.fi/developers/security/EMERGENCY


4. Monitoring System
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In Conclusion

● Risks need to be identified and compared
● Deep diving complex systems is necessary for good decisions
● Standardized systems to manage this complexity are key
● Risk assessment must be continuous, systems are dynamic
● Multi-layered defenses: monitoring is the final defensive layer
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The End
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